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Port of Mombasa: Geographic Position

THE PORT OF MOMBASA GATEWAY TO EAST &
CENTRAL AFRICA
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OTHER MAJOR EAST & SOUTHERN AFRICA PORTS




PORT PERFORMANCE — TOTAL THROUPUT

oL

- TOTAL 2005 2006 2007 2008 (2009 2010 2011
THROUGHPUT
(‘000 DWT)
Imports 10700 11846 13062 13311 (16507 16183 16938
Exports 2270 2255 2472 2685 2450 2575 2788
Transit In 3,202 3,473| 4,042| 4,471| 4,612| 5,004 5,166
Transit Out 334 335 381 404 368 377 430
Transshipment 303 318 426 419 105 158 227
Total
Throughput
(‘000’ DWT)

13,281 | 14,419 15,962|16,415| 19,062 | 18,916 19,953




The Port of Mombasa
comprises

= General Cargo berths:

= Dockyard and ship
repair facilities

= Container Terminal

= Specialised berths

Liquid oil terminals
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Multi-purpose Por
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OIL HANDLING FACILITIES

FEISTY GAS

PANAMA
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!-| Cruise Ship Facilities




Modern Marine Craft




CONTAINER HANDLING EQUIPMENT
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CONTAINER HANDLING EQUIPMENT




CARGO HANDLING EQUIPMENT




Strategic Importance of Port of
Mombasa

= Key link in the East African Transport Chain

= Efficiency of the Port is important for regional Economic
Growth and development

= Transport can be reduced by reducing port transit time,
delays and removal of bottlenecks

= Security is vital for an efficient Port and facilitation of
trade through the port



Security challenges

Large port facility. Critical national asset

Large number of port users

Important regional transit & transhipment hub
Surrounded by beaches and tourist resorts

Foreign vessels

Multi-modal transport systems

Porous coastline

Past terrorist attacks

Multi-cultural multi-ethnic region

Politically unstable and strife torn neighboring countries.
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MARITIME SECURITY
THREATS AT KPA



Terrorist Attacks

errorist target

992 MAGELLAN Goographix, Sants Barbara, CA



PIRACY ATTACKS OFF SOMALIA COASTLINE

ICTC International NMaritime Bureau (IWE)
Piracy and Armed Robbery - 1 Jan to 31 IWMIarch 2006
Attacks off Somalia
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THE RISK OF OIL SPILLS IN AFRICA

©ITOPF

Spills >5000 barrels @ and from 50 to 5000 barrels @ in relation to oil exports .
and to major tanker routes






September 11 2001, The

i turning point




i MULTI —LAYERED SECURITY APPROACH

= Development of Regulations & Legal framework

= Preparation of Guidelines & Procedures

= Compliance with the ISPS Code

= Enhancement of seaside security

= Enhancement of Physical & Landside security

= Training and development of security staff

= Promoting security awareness to Port staff & users

= Implementing an integrated security system in the
Port



MULTI LAYERED SECURITY APPROACH

~ Port Security

v ' External Fence,
% Lighting, Gates &
e Access Control,

1. Physical landside security ”
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!-| Seaside Security

ok

Coastal Radar
system

VTMIS/Control
Tower

Pollution Control &
Marine Emergency
Center

Sea Patrols



PHYSICAL SECURITY

v Oil Jetty (Main restricted area)

@ Main restricted areas Motor Vehiclea

I:I Secondary restricted areas
Restricted areas
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PHYSICAL SECURITY
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Nvyali bridge
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i GOALS OF ISS

o Protect from intrusions along the perimeter

o Control access of vehicles and pedestrians to the port

o Keep watch over all areas of the port via CCTV

o Survey dock areas and sea area next to the port

o Communicate with security guards and patrols

o Provide full public address, intercom and alarm systems

o Provide high-capacity digital communications network to link all ISS elements and update

KPA personnel management systems

o Provide full centralized command and control system
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COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM

ccess control system ate access devices. .

Video motion detection system & Intrusion detection system .



COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM

" Combining Man & Machine

Main and local security command and control centers systems.
Integration of the security management software

System for the security of print documents



Port of Mombassa - Security Concept overlay
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Mombassa port security - flow of information

Technological sensors

'

General public

'

Security personal in the port

'

Security operators in the MSC

Y

Security personal in the port

Y

Security mobile patrols

Y

Liaison officer in the MSC
(Police, Fire Brigades, Health,
Navy, OSMAG, External Co.)

External emergency and security
services

{

Port emergency services
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PORT OF MOMBASSA COMMAND CENTER
HIERARCHY

MCS

LCS

gate 3, 2

LCS

gate 8, 9, 10

T

LCS

gate 12, 13

LCS

gate 18, 20




The security intercommunication network

KPA-HQ
OPERATIO
NS
PFSO Fire
brigade
Control —]
tower — e SO | Health
Control
room - Port police
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Navy
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Main Securi

Control Station

50" display 1

Fortis
client 1 -

Main map

50" display 2

Fortis client 1- Fortis NVR Access control Intercom-PA
station 2

Event Log workstation 1 Workstation

50" display 3
Fortis NVR |

50" display 5

1 camera

view

Fortis client 2- Fortis NVR Remote systems
Event Log workstation 2 monitor

Intercom-PA Intercom—:A
station 1 Desktop station
radio
- :
22" monitor 1 22" monitor 2 22" monitor 3
User desk 1

Fortis client 3-
main map

workstation 3 |ntercom-PA

Fortis NVR

22" monitor 4 22" monitor 5 22" monitor 6
User desk 2 i !

station 4

5 Action Date | Name Signature | Cat. No.
- Drawn 26.03.2011| Ralan Vaysman Bacrs
Checked [28.03.2011| Moshe Shalom
SuperVisor 22" monitor 7 " monitor 8 Design 28.03.2011| Rotan Vaysman Bacry DWG. No. Issue
App. Dgn |28.03.2011] Moshe Shalom 1
desk App. Prod |28.03.2011| Moshe Shalom
Title )
Mombasa. Main control room EB) mnan SECURITY
User desks - monitors SYSTEMS LTD.




COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM

PERIMETER DETECTION SYSTEM
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5L DTR ALARM SCENARIO




i ACCESS CONTROL SYSTEMS

Sliding gate

Bollards

Proximity/

fingerprint
reader

Full height
turnstile

Half height
turnstile

Access control
management clustered
system

Electromagnetic
locker

Proximity/

fingerprint
reader

Standard
barrier

Action | Date | Name [Signature]Cat. No.
Orawn 7.12 3008 | Rolan Vaysman ———
Checked 712 2000{ Moshe Shalom
Design |7 12.2009| Rotan Vaysman ~— :
App. Dgn 7,12 2008 | Moshe Shatom DWG. No ssue
App. Prod br 12 2008 | Moshe Shalom
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COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM




GATES AND BARRIERS



../../Datasheets/Gates/Sliding gate - goren.pdf
../../Datasheets/Gates/Pop up bollards - ilanit.pdf
../../Datasheets/Gates/Antiterror Boom barrier - Ilanit.pdf

COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM

DOCK GATE AND SLIDING GATE
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The security radio communication network

MSC

KPA KPA

HQ top HQ.
management security
officers

Zone Security
Patrol security Patrol
LSC security officers vehicles

' custom t ergen!‘ ‘ .operation

services
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RADIO COMMUNICATION
‘L SYSTEM



../../Datasheets/Radio/GP340.pdf
../../Datasheets/Radio/dispatcher console (MCC_5500_Catalog_Sheet).pdf

‘L INTERCOM AND PA SYSTEM

Intercom & Public Address System

Intercom & PA
Exchange ”

Intercom & PA

Exchange

Gate/Door
Loudspeakers Stations

%W%

7N

Intercom & PA
Exchange

Intercom & PA
Exchange

: ‘ -
Desktop
Station
Master
Station




duty
folding
fence

Pneumatic
vehicle
barrier

tourist ships duck

Water side
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Security officer
check point

tourist ship platform
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Turnstile
integrated
card reader




COMPONENTS OF THE INTEGRATED
SECURITY SYSTEM

CCTV CAMERAS

Long range thermal camera

Relay
station

Micro wave link Micro wave link

A
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Water
side
operatof
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server




Heavy Duty
rolling gate
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Gate Management System

Vehicle in the security cell for custom and security check

Access Control LPR Anti terror
reader camera pneumatic
(with biometric) briar
Vehicle CCTV
Barrier (anti terror arm) camera

\IZJDL& i

Security

| Trucks check

cell

" Security Officer position with access
control working station and CCTV

|l|| monitors and emergency push button

U Security
ﬁ ChECk

cell

— 8 ® t

Access Control
reader LPR CCTV
(with biometric) camera camera



Gate Management System

Container information recording system

. . Anti terror
Omtrot contamer neumatic
reader number pneul
briar

(with biometric) Track

plate
number

Vehicle
Barrier (anti terror arm)

Heavy Duty
rolling gate

Security
check
cell

Trucks




Gate Management System

Rail way gate

Heavy Duty
rolling gate

Access Control
reader CCTV

tqbe controled by security camera -
ntercom to MSC (8 j

IN ]E[ OuT

56




Pedestrian gate Management System
at gate # 8

i >

v IN
Access Control
reader [I
(with_biometric)

camera

Metal
detector
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Pedestrian / passenger flow of entrance

OouT IN

Access Control
reader

(with biometrig
Metal CCTv
@ H detector camera

Calousel

/G\g ©

Wicket
wing gate




KPA-Head Quarter entrance
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Benefits of the ISS System

Trade enhancement and facilitation

Protection of key port installations and infrastructure
Deterrent to potential criminal and illegal activities
Prevention of cargo theft and pilferage
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